import requests

# Replace with the base URL of your BMC
base_url = 'https://your_bmc_ip'

# The specific endpoint for session creation
session_service_url = f'{base_url}/redfish/v1/SessionService/Sessions/'

# Replace with your actual BMC username and password
auth_data = {
    "UserName": "your_username",
    "Password": "your_password"
}

# Disabling SSL warnings and certificate verification for demonstration purposes
requests.packages.urllib3.disable_warnings()
session = requests.Session()

# Create the session
response = session.post(session_service_url, json=auth_data, verify=False)

# Check if the session was created successfully
if response.status_code == 201:
    # The 'Location' header contains the URL of the new session
    session_location = response.headers['Location']
    session_id = session_location.split('/')[-1]  # Extract the session ID from the URL
    print(f'Session ID: {session_id}')
    
    # Code to delete the session
    delete_response = session.delete(f'{base_url}{session_location}', verify=False)
    if delete_response.status_code == 200:
        print('Session deleted successfully.')
    else:
        print(f'Failed to delete session: {delete_response.status_code} {delete_response.reason}')
else:
    print('Failed to create session:', response.status_code)

-----------

import requests
from requests.auth import HTTPBasicAuth

# Replace these variables with your actual details
bmc_ip = 'your_bmc_ip'
session_id = 'your_session_id'  # The session ID extracted from your previous command
auth_token = 'your_auth_token'  # The X-Auth-Token from your session

# The URL to delete the session
session_url = f'https://{bmc_ip}/redfish/v1/SessionService/Sessions/{session_id}'

# Headers to be sent with the request
headers = {
    'X-Auth-Token': auth_token
}

# Send the DELETE request
response = requests.delete(session_url, headers=headers, verify=False)

# Check if the request was successful
if response.status_code == 200:
    print('Session deleted successfully.')
else:
    print(f'Failed to delete session: {response.status_code} {response.reason}')
    print(response.json())  # Print the JSON response from the server if available

# Note: Setting verify=False disables SSL certificate verification.
# This is not recommended for production code.
